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Introduction

This manual will guide you through:

. Connecting your computer to the Internet in the Law School.
. Connecting to shared resources on the Law School IT network.
. Configuring your Windows device with the services provided by the IT department.

Note on Support
The Law School IT Helpdesk supports most of your technology needs this includes:

e Network Connectivity (both wired and wireless connections) in Law School buildings.
This does not include dormitory or residential buildings.

e Student Labs in Jerome Greene Hall.

e Web-based tools that the university provides (such as Courseworks and Lawnet).

The following software is supported

Windows 10

Windows 8

macOS

Microsoft Office Professional 2016 and 2013
Microsoft Office for Mac 2019 and 2016

G suite applications

The Law School IT helpdesk does not perform hardware repair. We can help you troubleshoot
and find a third party service provider that is certified by the manufacturer to perform hardware
service repair.



System Requirements

To connect your computer to both the CLS and CUIT networks, you must have the following:

e A UNI account

e A Windows device running Windows 10, version 2004 and above. Only genuine
versions of the Windows Operating system are supported.

e Turn on Windows update to ensure you have the latest security patches installed.

e A security program that provides real-time protection and actively scans your Windows
device for malicious threats.



Connect to Wi-Fi Networks

Wi-Fi access is available to everyone, including visitors, throughout all Law School buildings by
simply joining the open network: Columbia University on your Windows device. Please follow
the steps to join the Columbia University Wi-Fi network from your Windows device:

1. From the taskbar, right-click the Start
button.

2. Click the Network Connections
shortcut

System

Device Manager

Network Connections

Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Disk Management

3. Click the Wi-Fi settings option. < .
) Dy Status
| Find a setting P| Network status

Network & Internet

\
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I 7% WiFi You're connected to the Internet
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If you have a limited data plan, you can make this network

€1 Ethernet metered connection or change other properties.
Change connection properties
@ Dial-up
Show available networks
% VPN
5= Airplane mode Change your network settings
) Mobile hotspot @ Change adapter options
View network adapters and change connection
. . Settings - o X
4. Click the Show available networks
link. @ Home Status
| Find a setting £ | Network status

Network & Internet
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! I B Status
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! % WiFi You're connected to the Internet

. If you have a limited data plan, you can make this network
' 1 Ethernet metered connection or change other properties.
, Change connection pyffperties

. 2 Dial-up

'

' Show available networks

\ % VPN

|

| % Airplane mode Change your network settings

'

'

' q

| ) Mobile hotspot @ Change adapter options

. View network adapters and change connection



5. Click the Columbia University Wi-Fi
network.

A

Columbia University

Columbia U Selyre

&
3

eduroam

R\D’

Columbia Law

A

Columbia Law

&D:

6. Click the Connect automatically
checkbox.

7. Click the Connect button.

Columbia University
Open

Other beople might be able to see info you
senc over this network

D Connect automatically

Connect

Columbia U Secure

eduroam

Columbia Law

Columbia Law




8. In just a few moments you will be
connected.

R\D’

8
3

N

R\l.'l:

Columbia University
Connected, open

Properties

Disconnect

Columbia U Secure

eduroam

Columbia Law

Columbia Law




Setup Windows Updates

Microsoft releases updates often. These updates are for the hardware, software, and security
of your Windows device. Please follow the steps to enable the recommended Windows update
settings:

1. From the taskbar, click the Start
button. ;

2. Enter: Windows, then click Windows Best match
Update settings from the App search
list. . /N Windows Update settings
RS

System settings

Settings
3. Select Advanced options. ;.
L @ Hone Windows Update
E I Find a setting 0 | @ \L(aC:tUChreec k:g Ttoc;acyj,ast:; .
| Update & Security

Check for updates

'
:I < Windows Update
(@) Pause updates for 7 days
' : o Visit Advanced options to change the pause period
1 [ Delivery Optimization
@ Change active hours
O &, ently 8:00 AM to 5:00 PM

'
P . .
T Backy () View update history
, § O See updates ws?:—.Hs(V’f ice
'
'
H Troubleshoot N Advanced
. R addit

options
onal update controls and settings

®  Windows Security

2
E 2 Recovery
©

Activation

4. Turn on the Receive updates for :
other Microsoft Products when you | @ Advanced options
update Windows switch. '

Update options

Receive fidates for other Microsoft products when you update Windows

off

Download updates over metered connections (extra charges may apply)
@D off

Restart this device as soon as possible when a restart is required to install an update. Windows will display a notice before
the restart, and the device must be on and plugged in.

@D off
Update notifications

Show a notification when your PC requires a restart to finish updating

@D off



5. Scroll down, click the Delivery
Optimization option.

<« Settings - o X

@ Advanced options

A feature update includes new capabilities and improvements. It can be deferred for this many days:

A quality update includes security improvements. It can be deferred for this many days:

Delivery Optimizaﬁon/

Privacy settings

Note: Windows Update might update itself automatically first when checking for other updates.

@ Get help

6. Turn off the Allow downloads from
other PCs switch.

Delivery Optimization

Find a setting Delivery Optimization provides you with Windows and Store app

updates and other Microsoft products quickly and reliably.

Allow downloads from other PCs

If you have an unreliable Internet connection or are updating multiple
devices, allowing downloads from other PCs can help speed up the
process.

If you turn this on, your PC may send parts of previously downloaded
Windows updates and apps to PCs on your local network or on the
Internet. Your PC won't upload content to other PCs on the Internet
when you're on a metered network.

Learn more

Allow loads from other PCs

On

@ PCs on my local network

7. Select the Close button.

Delivery Optimization

Delivery Optimization provides you with Windows and Store app
updates and other Microsoft products quickly and reliably.

Allow downloads from other PCs

If you have an unreliable Internet connection or are updating multiple
devices, allowing downloads from other PCs can help speed up the
process.

If you turn this on, your PC may send parts of previously downloaded
Windows updates and apps to PCs on your local network or on the
Internet. Your PC won't upload content to other PCs on the Internet
when you're on a metered network.

Learn more

Allow downloads from other PCs

@D off

(@® PCs on my local network




Malwarebytes

Malwarebytes is a security program that protects your Windows device from malicious threats.
Law School students are entitled to one (1) free premium license, for one (1) Windows device
of your choice. The license needs to be validated every 12 months.

Configure Malwarebytes

Please follow the steps configure Malwarebytes on your Windows device.

____________________________________________________________________________________________________________________________________

2. Enter your UNI email address.

3. Click the blue Claim Malwarebytes
license button. | /9

Corporate or education email

YourUNI@columbia.edu 3

Claim Malwarebytes license

____________________________________________________________________________________________________________________________________

4. Enter YourUNI and password.

5. Click the blue LOGIN button. /o

YourUNI

UNI Help




6. Click the green Download button.

€Z Subscriptions

0 Protect your privacy online with a next-gen VPN
For a limited time only, get the most out of your subscription with this special offer.
Add Malwarebytes Privacy today and save.

~+ Register alicense

@ Malwarebytes Premium

License key

Share

cont Ioad

(@ Activation instructions

7. From the taskbar, right click the Start
button.

8. Click the File Explorer shortcut.
Task Manager

Settings
File Explorer
Search

Run

Shut down or sign out

9. Click your Downloads folder.

= [ s [ThisPC - o X

Computr | vew °
/| €] Uninstall or change a program
% P~ w [

{84 ystem properties

'
'
'
'
'
'
'
! properties Open Rename  Access Map netuork Add anetwork | Open
H media~  drive ™ location Settings &8 Manage
' Location Network System
'
: 1 = > ThisPC v O O Search This PC
'
!  Folders (7)
' v s Quick acces
'
| B Deskiop 3D Objects Desktop
' Val
' & Downloads D |
'
' 8] Documents  # Documents Downloads
. & Pictures 5| ‘
' & Music
'
Music Pictures

! Videos —
' B -—
'
| > @ OneDrive
' Videos
R B
'
'
. # 3D Objects  Devices and drives (1)
| > W Deskop Local Disk ()

-
' % Documents =
' -~ 93 GB free of 237 GB
' ¥ Downloads 193 GB free of 237 €
. B Music
. & Pictures v
1 gitems =
'



. . . L 2% Downloads _ o x

10.Locate and double-click the installation ] s v °
file that was downloaded called A4 B0 B B [ B e
aceess PV Pt G paste shortaut 'f;i = ERpetes lotistory [ Invert selection

Clipboard Organize New Open Select

« v 1 ¥ > ThisPC > Downloads v 0 Search Downloads
5 ~
[ Documents # ~_, 1o4ay (1)
&= Pictures »

MBSetup.exe.
A [

@ OneDrive

MBSetup
= This PC

9 3D Objects

I Desktop

%] Documents

& Downloads

& Music

& Pictures

B videos

. Local Disk (C)
& Network .

2items 1 item selected 5,88 MB =

11.Click the Personal computer button.

* Malwarebytes X

Malwarebytes

Where are you installing Malwarebytes?

Personal Computer Work Computer

* Malwarebytes X

12.Click the blue Install button.
Malwarebytes

Welcome to the Malwarebytes
Setup Wizard

Advanced Options

After this update finishes, your computer might need to restart.
Please save and close your work before beginning.

By installing or using this product you agree to its
End User License Agreement and Privacy Policy.

10



_________________________________________________________________ R .

13.Click the Yes button.

“y Malwarebytes Setup

Verified publisher: Malwarebytes Inc
File origin: Hard drive on this computer

Show more details

! | 4 Malwarebytes Free 4.12 - o X

14. After the program is installed, you will
see the Get started screen.

Welcome to Malwarebytes

Imagine a world without malware. We do.

Get started

A

i':lll _l‘LIi d=h

16. Enter your UNI email address.

17.Click the blue Claim Malwarebytes
license button.

Corporate or education email

‘ YourUNI@columbia.edu | 13

| Claim Malwarebytes license

11



18.Enter YourUNI and password.
19.Click the blue LOGIN button.

YourUNI

UNI Help

20.Click the blue Activate button. )

= g Subscriptions

Q Protect your privacy online with a next-gen VPN
For a limited time only, get the most out of your subscription with this special offer.
Add Malwarebytes Privacy today and save.

-+ Register a license

@ Malwarebytes Premium

License key

Share

(D) Activation instructions

____________________________________________________________________________________________________________________________________

21.The activation webpage will appear. ey “’hppli

Your internet browser will ask
permission to open the Malwarebytes
program installed on your computer.

In progress.
Your Malwarebytes product is activating.

If Malwarebytes Assistant doesn't load, go here to learn how to manually activate.

____________________________________________________________________________________________________________________________________

12



22.Click the blue Done button

Activation complete

You now have real-time protection!

®

23.Select the Close button.

a

# P o e

Awesome! Your computer is protected.

Protect more devices

Detection History Scanner Real-Time Protection
Items quarantined lastscan 0 Scheduled scans Web Protection «©
Total items in quarantine 0 Malware Protection «©

Ransomware Protection @D
e Exploit Protection «©

13



Columbia Virtual Private Network (VPN)

Virtual Private Network (VPN) is a service that allows you to connect to the Columbia network
via an encrypted tunnel. VPN simulates you being on campus without physically being on
campus. In order use the Columbia VPN service you will have to setup Duo MFA with your UNI
identity. Duo MFA is required to access Columbia VPN services.

Setting up Duo MFA

Authentication is the process of proving your identity during the login process. Two-factor
authentication adds an additional proof of identification. Multi-factor authentication (MFA)
layers multiple methods of identification for greater security.

Duo is a tech company that provides identity and access management solutions. Duo's
Multifactor authentication (MFA) system is what is currently being used in Columbia University.

Duo MFA is a system that uses three methods of identification to validate your UNI identity.
These secondary methods include push notifications sent through the Duo-Mobile smartphone
app, an automated phone call to a mobile device or LAN line, and finally, one-time use
passcodes that can be generated before or during the login process.

Enroll mobile device in Duo MFA

Enroll your mobile device in Duo MFA so you can use it as a method of identification along
with your UNI identity. Please follow the steps to configure Duo MFA on your mobile device:

1. Visit the Columbia MFA Self-Service website:
uniapp.cc.columbia.edu/acctmanage/mfaselfservice

____________________________________________________________________________________________________________________________________

2. Enter YourUNI and password.
3. Click the blue LOGIN button.

UNI Help

14



4. Click the blue Setup button.

&2 COLUMBIA UNIVERSITY

Information Technology
i myUNI | Log out
Multi-Factor Authentication FAQ
MFA (Duo) Self-Service management

Manage Your Enroliment

Click the SE’ utton to set up and test Duo Multi-Factor Authentication.

5. Enter your UNI and password.
6. Click the blue LOGIN button.

YourUNI

UNI Help

7. Click the green Start setup button.

COLUMBIA Protect Your Columbia
UNIVERSITY

University Account
m Two-factor authentication enhances the security of

your account by using a secondary device to verify

What is this? % your identity. This prevents anyone but you from
Need help? accessing your account, even if they know your
password.
Powered by Duo Security

This process will hg#fyou set up your account with

8. Click the radio button to Select the
Mobile Phone device.

9. Click the green Continue button.

COLUMBIA
UNIVERSITY

bile phone RECOMMEN
Tablet (iPad, Nexus 7, etc.)

What is this? CF Landline

Need help?
= 2RC Security Key (Yuh

Powered by Duo Security Touch ID




10. Enter your Mobile device’s phone

number. !
; COLUMBIA Ent h b
11.Check the checkbox next to the phone : el B

number entered to confirm.

United States v
: 10
12.Click the green Continue button. ! S 1

Need help?
le: (201) 234-5678

Powered by Duo Security
You entered (212) 854-1370,

correct number?

13.Confirm your Mobile device type.
14.Click the green Continue button.

COLUMBIA
UNIVERSITY

o

Android
What is this? [§ Windows Phone

2
Need help? Other (and cell phones)

Powered by Duo Security

15.Install Duo Mobile for iOS. |
16.Launch the App Store app and search '

for Duo Mobile. SN  I"stall Duo Mobile for i0S
17.Tap Get and then Install to download | Gb it

the app. == ol oo e mdinn
18.Click the green | have Duo Mobile | A

button. ; R e

I have Duo Mobile

16



19.You would see a green check mark
when your Mobile Phone has been

i | COLU! : : .

activated. L s Activate Duo Mobile for iOS
20.Click the green Continue button. ; dg V e
| 3. Scan this barcode.

What is this? (4
Need help?

Powered by Duo Security

21.Under the When | log in: drop down
menu select Automatically send this | My Settings & Devices

COLUMBIA

device a Duo Push. 5 UNIVERSITY { & o8

22.Click the blue Continue to Login Gb
button. —

What is this? [5 Default
Need help? Device:

Powered by Duo Security

When | log
in:

Automatically send this ¢

23.Select the checkbox next to
Remember me for 12 hours.

24.C|iCk green the Send me a Push E Choose an authentication
| COLUMBIA

button. E UNIVERSITY Send Me a Push

25.Please approve the login request from | 23 caime
your mobile device. '

What is this? CF Enter a Passcode

Add a new device
My Settings & Devices 4 Remember me for 12 hours
Need help?

Powered by Duo Security

Enrollment successful! This is the Duo login prompt that you'll normally see
when logging in.

26.Click the Log out link.

Congratulations! You have successfully logged in with Duo multifactor authentication

17



Generate Passcodes

If you lose your mobile device you will have to generate one-time use passcodes so you can
regain access to Columbia services. Passcodes expire 24 hours after you generate them.
Please follow the steps to generate passcodes from the Duo MFA Self-Service website:

1. Visit the Duo-MFA Self-Service website:
uniapp.cc.columbia.edu/acctmanage/mfaselfservice

2. Enter YourUNI and password.
3. Click the blue LOGIN button.

& CoLumMBIA U

IN THE CITY OF N&

YourUNI

UNI Help

O () MR SelfService x [+ = B X

4. CIiCk the blue Generate Passc°des i <« G O htpsy/ lumbia.edu/acctmanage/mfaselfservicejses =083BB269BE3DEET34.. L2 Y5 = ® -

SELECT APPLICATIONS FOR MFA: Yy
button.

O Al web applications. Click here for 2

Multifactor Authentication Self-Service

PASSCODES :

DUO RESET

18



O | D MrAselrsenice x |+

5. Click the I don’t have my device
activate with Duo and want to use
my University ID card Number
(UCM) radio button.

<« C https://uniapp.cc.columbia.edu fa | s

@ COLUMBIA UNIVERSITY

Information Technology

i myUNI | Log out

* Choose the appropriate option below to generate 10 Passcodes , which you can
use to access Columbia web applications in the event you do not have access to
your mobile device.

« Please note: Generating new Passcodes will deactivate any currently valid
Passcodes you have generated in the past

* Make sure to print and save your new Passcodes so that you can use them to
provide the extra layer of security beyond your UNI and password.

Please select :
ve a mobile device that is activated with Duo.

1 do not have my device activated with Duo and I want to use my
University ID Card Number (UCN) (here do 1 find this?)

O | O MAsersenice x |+

1. Click the blue Next button.

& C ttps://uniapp.cc.columbia.edu fa s, 5 o=
&2 COLUMBIA UNIVERSITY

Information Technology

& myUNI | Log out

* Choose the appropriate option below to generate 10 Passcodes , which you can
use to access Columbia web applications in the event you do not have access to
your mobile device.

* Please note: Generating new Passcodes will deactivate any currently valid
Passcodes you have generated in the past

* Make sure to print and save your new Passcodes so that you can use them to
provide the extra layer of security beyond your UNI and password.

Please select :
T have a mobile device that is activated with Duo.

® 1 do nogllve my device activated with Duo and T want to use my
Universig gl Card Number (UCN) (\here do | find this?)

@Columbia University

O D Enervouruen x |+
&« C ht ‘uniapp.cc.columbia.edu; fas e =

CU Home. Help

@ COLUMBIA UNIVERSITY

Information Technology

2. Enter the nine digits in the back of
your CUID card.

i myUNI | Log out

In order to continue, we need to verify your identity. Please enter your University ID Card Number
(UCN) below. (Where do I find this?) Click "Confirm" below or "Cancel” to quit.

ueN

What if I don't have my ID Card?

nfirm il Cancel

nbia Univer

19



.
. - 1 @ D entervourucn x +

3. Click the blue Confirm button. o T prer—— p— . :
: :
.
' &2 COLUMBIA UNIVERSITY
' Information Technology
'
' i myUNI | Log out
.
'
: In order to continue, we need to verify your identity. Please enter your University ID Card Number
1 (UCN) below. (Where do I find this?) Click "Confirm" below or "Cancel" to quit.
.
.
.
'
.
: ucN e What if 1 don't have my ID Card?
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

________________________________________________________________ b e ool
4 T . d " O O Measersenice x [P = o
. Ten one-time use passcodes wi ) T ——— ‘ AT

Information Technology

become available.

& myUNI W | Log out

Print This Page

Below are 10 Passcodes, which you can use to sign into Columbia web applications if you do not have access to your
mobile device.

Please note that any previous Passcodes generated are now invalid. A particular Passcode is only
wvalid once.

655467468
279002396
352081380
104755822
370150851
439996784
840929816
425136104
059522645

589051991

'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
' Here are your Passcodes :
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'

20



Install Cisco AnyConnect Client and Connect to Columbia VPN

Please follow the steps to install, and connect to Columbia VPN from your Windows device.

____________________________________________________________________________________________________________________________________

USERNAME: YourUNI
PASSWORD: YourUniPassword
2" Password: push

y Login

Please enter your usernyﬂsword

USERNAME: |YourUNI |
PASSWORD: [sesessssesasaene ‘
2nd Password [ ]

3. Click the Login button.

4. Approve the login request sent to your
Mobile device to enter the website.

5. Click the AnyConnect link.

SSL VPN Service

;) hitp:// v | Browse | User:ja2737 | Logout

?J Web Applications
\

Browse Net -

~7
’jj AnyConnect -/

6. Click the Start AnyConnect link.

m SSL VPN Service

N _____________
(?) [ntpr v | Browse | User:ja2737 _ Logout |

#/ | Home AnyConnect Initiate an AnyConnect client session
to provide client applications on your

@) oo Appict desktop with network access through

eb Applications our VPN, depending on your

>/ ¥ serancones Lompany's VEN configuration and your

x own network access rights. For

=5 BrowseNetworks = example, an AnyConnect session

might be necessary to use Microsoft
= Outlook or Microsoft Outlook Express
’3) AnyConnect - to send or receive e-mail.

The following instructions describe
how you can use your browser to get
remote access to Microsoft Terminal
Services running on computers in
your network:

* Requirements

« Before you Connect - Add to
Trusted Sites

* How to Connect

* Always Log Out!

Requirements

To access remote services over an
AnyConnect client session, your
system must have the following
setup:

« Your VPN site must he in the

21



7. Click the blue Download for Windows
button.

m SSL VPR Service

——
ryj http:// v | Browse | User:ja2737 | Logout |

+' | Home =,

Download & Install
QJ Web Applications =~

Y
-—j Browse Networks -

’3) AnyConnect = Download Cisco AnyConnect Secure Mobility Clgent and
install it on your computer.

Download for Windows

© Instructions

8. From the taskbar, right-click the Start
button.

9. Click the File Explorer shortcut.

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

= [ = |ThisPC - u} X
e v o
(] Uninstall or change a program
B W = ) E} &) ge a prog
L

= 18 ystem propertes
Properties Open Rename  Access Map network Add a network  Open

10.Click your Downloads folder.

media~  drive location Settings 8 Manage
Location Network System
1 = ThisPC v o Search This PC
v Folders (7)
v Quick acces:

I Desktop 3D Objects Desktop
& Downloads .
& Documents # Documents Downloads
= pictres = L 4
& Music
B v Music Pictures

ideos —

-—
@ OneDrive
Videos
v = ThisPC z
B 3D Objects  Devices and drives (1)
B Deskiop L Local Disk(©)
[ Documents = |
~ 3 GB free of 237 GB
& Downloads 193 6B free of 237 G5
& Music
& pictures v
8items ==

22



_________________________________________________________________
. . ! &1 1 < | Downloads - o x
11.Double-click the file to start the B o e e P
. . . » I:I % cut x r ) New item = open - Fselectal
, > o B
installation. . S 2B S| M G | Seseanee
1 y - v Copy Ren
! Pinto Quick Copy Paste B] Paste shortaut rtAaoE Vzp, De\ve(e name f:‘:r Propvemes B istory 8 invrt slecton
!
1 Clipboard Organize New Open Select
!
[ v 1 & > ThisPC > Downloads v O Search Downloads
!
! = ~
' B Documents # * {1042y (2)
. = pictures 4
!
L M »
: B videos
!
' @ OneDrive
: MBSetup anyconnect-win-
1 WThiskc 47.04056-core-v
' 3 3D Objects pn-webdeploy-k
1 9
' I Desktop
.
] % Documents
| & Downloads
. D Music
: & Pictures.
' B videos
!
' & Local Disk (C)
.
V@ Nework
!
1 2items =
| =

12.Click the Next> button.

, | : Welcome to Cisco
# AnyConnect Secure
e Mt_)bility Client Setup
% Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

1 3 Select the I accept the terms in the @ Cisco AnyConnect Secure Mobility Client Setup X
License Agreement radio button. fn-user License Agreement ’ ?;
Please read the following license agreement carefully 4 :.

14.Click the Next> button.

Supplemental End User License Agreement for z
AnyConnect® Secure Mobility Client v4.x and
other VPN-related Software

IMPORTANT: READ CAREFULLY
This Splemental End User License Agreement ("SEULA") contains additional

termsfland conditions for the Software Product licensed under the End User
Licjfse Agreement ("EULA") between You ("You" as used herein means You Vv

(@1 accept the terms in the License Agreement
(O 1do not accept the terms in the License Agreement

Advanced Installer
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15.Click the Install button.

# Cisco AnyConnect Secure Mobility Client Setup X

Ready to Install
The Setup Wizard is ready to begin the Typical installation - o

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Ady d Installer

16.Click the Yes button.

AnyConnect Secure Mobility Client

Verified publisher: Cisco Systems, Inc.
File origin: Hard drive on this computer

Show more details

17.Click the Finish button.

ﬁ Cisco AnyConnect Secure Mobility Client Setup X

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

18.From the taskbar, click the Start
button
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_________________________________________________________________ i uupEa———

19.Enter: Cisco, then click the Cisco | Best match
AnyConnect Secure Mobility Client !

from the App search list. Y Cisco AnyConnect Secure Mobility
! Client
App
20 Enter ’—W Cisco AnyConnect Secure Mobility Client — X

. ! VPN:
vpn.cc.columbia.edu ; fg

ﬁ Ready to connect.

vpn.cc.columbia.edu

in the drop-down menu.
21.Click the gray Connect button.

12 O)
22.Enter: {| ) Cisco AnyConnect | COLUMBIA VPN X
USERNAME: YourUNI ﬂl Please enter your username and password.
PASSWORD: YourUniPassword Username: \ YourUNI
Duo ACtlon pUSh i Password: o o o o R R R RO R K

Duo Action: | #***

23.Click the OK button.

24. Approve the login request sent to your ?e‘fu::‘;j”ff:% f}:"’“’enﬁ“m" (MFA) is now A
mobile device to establish a VPN | )
connection. For users without an active Duo account, please

have Duo MFA configured for your UNI per the
instructions found at https://cuit.columbia.edu/mfa
and then follow the instructions for actiys Duo N

25.Click the gray Disconnect button.

[‘Q VPN:

% Connected to vpn.cc.columbia.edu.

vpn.cc.columbia.edu

00:00:23
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26. Using the drop down menu select % Cisco AnyConnect Secure Mobility Client - X
COLUMBIA VPN. !

l(- 9 VPN:
ﬁ Ready to connect.

COLUMBIA VPN
vpn.cc.columbia.edu
o e
27 .Enter: i| #§ Cisco AnyConnect | COLUMBIA VPN X
USERNAME: YourUNI nl Please enter your username and password.
PASSWORD: YourUniPassword ! Username: | YourUNI

Duo Action: push

Password: AR KR KR KKK K ROk

Duo Action: | #***

28.Click the OK button.

29. Approve the login request sent to your Duo multifactor authentication (MFA) is now A
. . ' required for CU VPN.
mobile device.

For users without an active Duo account, please
have Duo MFA configured for your UNI per the
instructions found at https://cuit.columbia.edu/mfa

and then follow the instructions for actiys Duo v/
OK Cancel
30. Click the gray Disconnect button. | €9 Cisco AnyConnect Secure Mobility Client - X

{'9 VPN:

i Connected to COLUMBIA VPN.

COLUMBIA VPN

00:00:32

1 210)

31.Click the Close button. $ Cisco AnyConnect Secure Mobility Client

{" ° VPN:
% Ready to connect.

COLUMBIA VPN
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Connect to network drives

Network drives are storage devices connected to an IT network. The same way that a flash
drive connects to your computer-the network drives are connected to the Law School network.
The network drives are only accessible within Law School buildings for security purposes. If

you would like to connect to the network drives from off campus, you will have to connect to
Columbia VPN to simulate that you are on campus.

G Drive:

The G drive is the name for the shared drive on the Law School IT network. Faculty, Staff, and
Students all collaborate on the G drive. Folder access is granted by system administrators.
Please follow the steps to connect the G drive to your Windows device:

1. On the taskbar, right-click the Start
button.

2. Click the File Explorer shortcut.

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

1 =5 ThispC >

v O
~
~ Folders (7)
# Quick access
0 Desktop 3D Objects Desktop
¥ Downloads
& Documents . Document ts Downloads
&) Pictures
& Music
Music Pictures
B videos
—
@ OneDrive
Videos
% This PC g
B 3D Objects ~ Devices and drives (1)
B Desitop Local Disk (C)
% Documents .|
~ 191 GB free of 237 GB
¥ Downloads o1 G free of2ar G
& Music
&) Pictures v
1 8items
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4. Select the G Drive letter, from the dropé x

down menu. } € Wap Network e
5. Under Folder: enter: What network folder would you like to map?
I Specify the drive lettergBr the connection and the folder that you want to connect to:
\\lawsrv3.law.columbia.edu\Groups e B / 9 /
| Folder: | \Vawsrv3.Jaw.columbia.edu\Groups v Browse..
6. Click the Finish button. Example: \serveshare

[JReconnect at sign-in
[[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

7. Enter: E Windows Security X

Enter network credentials

User Name: adcu\YourUNI Enter your credentials to connect to: lawsrv3.law.columbia.edu

Password: YourUniPassword i ‘ adcu\YourUNI ‘

D Remember my credentials

The user name or password is incorrect.

oK Cancel
8. Check the Remember my credentials; Windows security X
checkbox. | Enter network credentials

9. Click the gray OK button.

Enter your credentials to connect to: lawsrv3.law.columbia.edu

adcu\YourUNI ‘

Remember my credentials

The user name or passwy®rd is incorrect.

Cancel

28



H - w ~ = Manage Groups (\\lawsrv3.law.columbia.edu) (G:) - [m} X
10.Click the This PC shortcut. °
3 New item ~ Open - [ selectall
X v H
{7 easy access ~ dit Select none
Pin to Quick Copy Move Co Delete Rename  New Properties o
access to t - folder - History [0 Invert selection
Clipboard Organize New Open Select
1 = > ThisPC > Groups (\\lawsrv3law.columbia.edu) (G:) v O Search Groups (\\lawsrv3.law.columbia.edu
£ Documents A Name Date modified Type Size
= Pictures
D Music
B videos
@ OneDrive
v = This P

¥ 3D Objects
I Desktop

) Documents
¥ Downloads
& Music

=] Pictures

B videos
. Local Disk (C)

> - Groups (\lawsrv

. . IR - Manage This PC - [u] X
11.Right-click the new Groups network °
. - G Uninstall or change a program
Via=l P~ @w [€
drive. v - > S
Properties Open Rename Access Map network Add a network ~ Open
. . media~  drive~ location Settings < Manage
12.Click the Create shortcut option
« v 4 > ThisPC > v O Search This PC
8l Documents 3D Objects Desktop
&= Pictures .
D Music Open
B Videos . Documents Open in new window
= Pin to Quick access
& OneDrive Wosic E Scan with Windows Defender.
y
& This PC J} Restore previous versions
¥ 3D Objects Always available offline
B Desktop g Videos Pin to Start
&l Documents Disconnect l
§ Downloads ~ Devices and drives (1)
D Music L Lol D) Copy /
.
L ||
=] Create shortct
&) Pictures ~ 191,68 free 6B U
1 Rename
8 videos « Networkdtions (1)
& Local Disk (C:) Groups Properties
~ Groups (\\lawsrv -+ O\lawsiv3lavcolumbia€du) (G)
v < I v

9items 1 item selected

13.Click the Yes button.

Shortcut

Windows can't create a shortcut here.
Do you want the shortcut to be placed on the desk{op instead?

14.Right-click the newly created Groups
shortcut located on your desktop.

-

Groups
(lawsrv3.law...
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15.Select the Rename command. Open

Open folder location
Pin to Quick access

E] Scan with Windows Defender...
Pin to Start

Disconnect
Restore previous versions
Send to >

Cut
Copy

Create shortcut
Delete j

Rename

Properties

i~

16.Enter G Drive and press the Return
key on your keyboard.

17.Use this shortcut to access the G
Drive.
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H Drive:

The H drive is your personal space on the network. Only you have access to your H drive. We
recommend saving your files to the H drive if you do not already have a secure storage space
for your files. Contents of the H drive are saved every night. Please follow the steps to connect
the H drive to your Windows device:
1. On the taskbar, right-click the Start
button.

2. Click the File Explorer shortcut

Task Manager

Settings
File Explorer
Search

Run

Shut down or sign out

;
. . . \ = U s |ThisPC - [m] X
.
3. Click the Map network drive option. mmm v / o
! -
v @ " - [
. = 18 system properties
Properties Open Rename Access Map network Add a network  Open
' media~ driv location Settings <58 Man:
1 = ThisPC > v O O Search This PC
= Documents ~ © Folders 0] l
&= Pictures
3D Objects Desktop
& Music Val
B videos
., Documents Downloads
@ OneDrive = ¥
= This PC
Music Pictures
¥ 3D Objects
_—
I Desktop
| Documents B Videos
¥ Downloads
D Music * Devices and drives (1)
&= Pictures Local Disk (C:)
=
& videos -

. Local Disk (C)

~- Groups (\\lawsrv
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4. Select the H Drive letter, from the drop X
doWn menu. E & Map Network Drive

5. Under Folder: type: i What network folder would you like to map?

Specify the dnve?for the connection and the folder that you want to connect to:

\\lawsrv4.law.columbia.edu\Students

Drive: H:

. /
Folder: | \\lawsrv4.law.columbia.edu\Students v | Browse...

6. Click the Finish button. i Example: \\server\share

[JReconnect at sign-in

[[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

7. Enter: E Windows Security X

Enter network credentials

User Name: adcu\YourUNI Enter your credentials to connect to: lawsrv4.law.columbia.edu

Password: YourUniPassword i ‘adC”\Y°”'UN' ‘

D Remember my credentials

The user name or password is incorrect.

oK Cancel
8. Check the Remember my credentials; Windows security X
checkbox | Enter network credentials

9. Click the gray OK button.

Enter your credentials to connect to: lawsrv4.law.columbia.edu

adcu\YourUNI ‘

Remember my credentials

The user name or paghword is incorrect.

Cancel
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10items 1 item selected

|
. . . o~ v = Manage Students (\\lawsrv4.law.columbia.edu) (H:) - o X
\
10.Click the This PC option. R e e e v °
I - .
cut T3 New item Open ] Select all
: 5| X % L
Copy £7) Easy access ~ it Select none
: Pinto Quick Copy Paste B Move Delete Rename  New Properties = "
' [#] Paste I - R z istory 3 invert selection
' Clipboard Organize New Open Select
\
. 1 = > This.. > Students (\\lawsrv4law.columbia.edu) (H:) v O Search Students (\\lawsrv4.law.columbia.edu]
I -
' &) Pictures A Name Date modified Type Size
|
' & Music
[ This folder is empt
| B videos
I
. @ OneDrive
I
[ = This PC
I
| B 3 Objects
. B Desktop
. = Documents
. & Downloads
. & Music
! =] Pictures
I
' B videos
|
| & Local Disk (C)
|
' ~ Groups (\\lawsrv
\
i = Students (\\laws!
I v
o
1 Oitems =
________________________________________________________________ S
I
1 H I Manage  ThisPC _ o x
11.Right-click the new Students network o
| - .
. Gl Uninstall or change a program
U mI® e w @
drive P Y v u————
| Properties Open Rename Access Map network Add a network  Open
i i | medine e Cloeaton " setings S8 Manage
12.Click the Create shortcut option P e
. . '
[ v 1 = ThisPC v O Search This PC
I
! ~ ~
' &= Pictures 3D Objects Desktop
I
| J Music D |
: B videos Open
Documents
! Open in new window
| @ OneDrive = ¥ P
[ Pin to Quick access
I
| IS Fe Music K3 Scan with Windows Defender.
I
! B 3D Objects J’ — Restore previous versions
I
H B Desktop v Always available offline
q ideos
: % Documents g Pin to Start
' ¥ Downloads
! b Music  Devices and drives (1) Disconnect /4
I S
H &) Pictures - Local Disk (C)) Copy
, =
' {8 videos = 191 GB free o8 Create shortcut
[
' - Local Disk (C)  Network locations (2) Rename
. ~ Groups (\lawsrv Groups Properties
I lawsrv3law.columbia.edu) () ey
- Students (\aws: - OVaws ~
. v <& I < 1 v
I
I

Shortcut

13.Click the Yes button.

Windows can't create a shortcut here.
Do you want the shortcut to be placed on the desktop instead?

Students shortcut located on your
desktop.

-

Students
(lawsrv4.law...

14.Right-click the newly created
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15.Select the Rename command. Open

Open folder location
Pin to Quick access

E} Scan with Windows Defender...
Pin to Start

Disconnect
Restore previous versions
Send to >

Cut

Copy

Create shortcut
Delete

Rename

Properties

16.Enter H Drive and press the Enter key
on your keyboard

17.Use this shortcut to access your H
Drive.

H Drive
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Student Lab Printers

There are two things to know before printing documents to the networked printers in the Law
School student labs. This applies when printing from the labs, or, your Windows device.

1. You have a Printing Quota
2. To print, you must use the Print Release Station(s)

Printing Quota

1. You can print a total of 4000 pages for the entire academic year

2. If your quota runs out, you must purchase additional pages, at 5 cents a page for
black and white and 20 cents a page for color from the Circulation Desk, at the
entrance to the Library, on the 3™ floor.

3. Your pages are available until July 31st following the end of the Academic Year.

4. Unused pages DO NOT roll-over to the following year. If you have 100 pages left on
July 315t, you will only receive the normal 4000 pages for the next Academic Year,
beginning August 15t

5. If your job does not print properly, for whatever reason (low toner reading, poor
quality, paper jams, faded ink, etc.), let the Lab Consultant (LC) in the 2" floor computer
lab know of the problem, immediately. We will reimburse you the total amount of pages
you have lost. You must bring the problem to our attention the same day, ideally, at the
same time the problem occurs. We cannot reimburse you for lost pages after the fact.

Print Release Stations
When you send a job to print from either your Windows device, or, from the Student Lab
computers you will need to release the job to a network printer. To release the job:
1. Walk up to the Release Station
a. One is located to the left of the large printers in the 2™ floor student lab
b. The other, is the computer located behind the large printers, in the 3™ floor Lab.
2. Alist of UNIs will appear — find Your UNI in the list and double-click it.
3. Enter Your UNI password.
4. A list of jobs you have sent to print will appear.

a. Double click on your print job(s) and select the printer that you want to print to. Your
print job(s) should start printing from the printer you selected.
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Configure Student Lab Printers

After accessing the student print server. Double click the printer that you want to setup. Your
computer will download and install printer software and settings from the print server. After it is
setup you will be able to see the printers available from your programs.

1. From the taskbar, click the Start
button.

2. Click the File Explorer shortcut.
Task Manager

Settings

File Explorer

Search

Run

Shut down or sign out

Desktop
____________________________________________________________________________________________________________________________________
Vs B s sk 0ox
. !
3. In the Address bar, Enter: 1 R o
!
Y [ S @}.
| Properties Open Rename  Access Map network Add a network n
1 edia - location lings @ Manage
\\I d d I b = d ! Location worl
!
awa Cu ps - a C u. CO u m Ia - e u . 1 ‘ = \\lawadcups.adcu.columbia.edy| v ‘ > Search This PC
!
& Pictures ~ ¥ Folders 7)
I copied
' oo 3D Objects - Desktop
And press the Enter key on your DD e e
\
k b d ' videos . Documen ts Download:
ey oard. E @ OneDrive
\ - Music Pictures
\ =ThiskC ﬁ =
. ¥ 3D Objects
. [ Desktop B Videos
: [% Documents
. ¥ Downloads ~ Devices and drives (1)
: D Music - Local Disk (C))
! &) ictures P 1578 free o1 237G
, [ videos
. & Local Disk (C)
! ) v
: 8 item: =
_________________________________________________________________ L
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4. Under:
User Name: adcu\YourUNI

Password: YourUniPassword

5. Check the Remember my credentials
checkbox.

6. Click the gray OK button.

7. Double-click GRHL_3FLLAB.

Windows Security

Enter network credentials

Enter your credentials to connect to: lawadcups.law.columbia.edu

’ adcu\YourUNI ‘

D)

EI Remember my credentials

The user name or password is incorrect.

OK

oo mmmmm o= -
i
' - -
' Windows Security X
i
i
! -
i Enter network credentials
|
i
:|  Enter your credentials to connect to: lawadcups.law.columbia.edu
i
|
i
i
i adcu\YourUNI ‘
i
i
|
i
! (L 1) 00000000000 ‘
i
|
' .
' Remember my credentials
i
i
|
i
' The user name or pasgiVord is incorrect.
i
i
i
|
; Cancel
i
i
|
g
| S B0 < | lawadcupsadeucolumbiacdy - o x
i
: Home. share  View (2]
' % cut New item [id open ~  FH selectall
. U 5 Copy path - x I 7] Easy access ~ M Edit Select none
: Pmat(o(eQS:\(k Copy Paste 8] paste shortaut rr\oove (‘Zpy Delete Rename fs‘:: Properties istory | B vt selcton
: Clipboard Organize New o Select
s v 1 W > Network > lawadcupsadcu.columbiaedu > v U | O seaawadcupsadeucolumbiaedu
i
| Cumven " DATA <> GRHL3FLLAB 8
: ; Music < 3/
i Videos
i
' @ oneDrve <> GRHL3FLLAB_COLOR <> GRHLAFLR
i > >
= This PC
, J;; Objects < GRHL216LAB <> GRHL216LAB_COLOR
ects e e
: = D ktJ
\ esktop
i
h [ Documents <> GRHL216LAB_RESUME <> GRHL.831_RICOH_MP5054
\ ¥ Downloads ¥ ¥
. D Music
i S GRHL_943CLINIC_LAB o GRHL_943CLINIC_LAB MAC
' picwres = =
' B videos
. & Local Disk (C) PCOUNTER < TEST-A4
: b b 3/
! oy o WNHLLGFL HPTO0MT12 - \é\lNHLJFL,HPSDDCOLOR,MFP,M57
[ v 3{ 3’ >
: 16items 1 item selected
[
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!
1| = GRHL_3FLLAB on lawadcups.adcu.columbia.edu — O X
elec e Close putton
. . !
|| Printer Document View
|
1| Document Name Status Owner Pages Size Si itted
!
!
!
!
!
!
!
!
!
!
!
'
!
1 < >
|
!
!
_________________________________________________________________ e
!
. 1\ W [J = |lawadcupsadcu.columbiaedu - o x
!
9. Double-click GRHL_3FLLAB_COLOR. g - o o
— —_— !
' % cut New item [i4 open ~ g selectall
. I Copy path - x I 7 easy access Edit Select none
: Pinto Quick Copy  Paste g oo o move Copy Delete Rename ’S‘x' Properties History ] Invrt selecton
: Clipboard Organize New Open Select
S v 4 = > Network > lawadcups.adcucolumbiaedu v o O Search lawadcups.adcu.columbia.edu
!
! CUT VPN @ @
I DATA <o GRHL3FLLAB
' D Music < 3/
!
' 8 videos
!
\ ) S GRHL3FLLAB_COLOR < GRHL4FLCR
: @ OneDrive 3/ 3/
[ = This PC
- GRHL216LAB S GRHL_216LAB_COLOR
: ¥ 3D Objects g/ = g/ = -
. B Desktop
! S GRHL_216LAB RESUME S GRHL_831_RICOH_MP5054
¥ Downloads * *
! & Music
! > GRHLO43CLINIC_LAB > GRHL_943CLINIC_LAB MAC
L e = =
' 8 videos
' . Local DS (©) PCOUNTER < TEST-A4
1 L4 %
!
& Network
' S VINHLGFLHPTOOM712 . \;»l/)lx:‘HLJFL_HPSOOCOLOR_MFP_MW
' v = = v
: 16items 1 item selected = &=
_________________________________________________________________ g g S S
h
i| = GRHL_3FLLAB_COLOR on lawadcups.adcu.columbia.edu - m} X
elec e Close putton .
. . !
!| Printer Document View
! i A
'| Document Name Status Owner Pages Size Si itted
!
!
!
!
!
!
!
!
!
!
!
'
1< >
!
!
'
_________________________________________________________________ g
. 1 W[ 4 s | lawadcupsadcu.columbiaedu - o X
11.Double-click GRHL_216LAB. 1 . o
|
H % cut New item 5 [idopen~ [ selectal
: U A Copy path - x I {7 Easy access ~ “/‘ Edit Select none
| PintoQuick Copy Paste oo oy r\‘/ioo‘.'e (‘Zpy Delete Rename ’S‘x' Properties History 9 Invrt selecton
!
| Clipboard Organize New Open Select
!
[ v 1 = > Network > lawadcups.adcu.columbia.edu v O £ Search lawadcups.adcu.columbia.edu
!
!
CUIT VPN B ~
. ) DATA < GRHL3FLLAB
H D Music < 3/
. 8 videos
! S GRHL3FLLAB_COLO) < GRHL4FLER
@ OneDi
: neDrive 3/ 3/
' = This PC
!
) <> GRHL216LAB S GRHL_216LAB_COLOR
. 3D Objects 3/ g/
' I Desktop
! S GRHL_216LAB_RESUME S GRHL_831_RICOH_MPS054
|
' ¥ Downloads 3/ 3/
|
! & Music S GRHL_943CLINIC_LAB < GRHL_943CLINIC_LAB.MAC
) pictures = -
. B videos
: < Local DSk (©) PCOUNTER < TEST-A4
I v <@ 3
! Network
: S VINHLGFLHPTOOM712 . \;»l/)lx:‘HLJFL_HPSOOCOLOR_MFP_MW
' v < v
: 16items 1 item selected =]




12.Select the Close button.

13.Double-click GRHL_216LAB_COLOR.

14.Select the Close button.

15.Double-click GRHL_4FLCR.

!
1| = GRHL_216LAB on lawadcups.adcu.columbia.edu — O X
!
| o .
i| Printer  Document View
|
1| Document Name Status Owner Pages Size Si itted
!
!
!
!
!
!
!
!
!
!
!
!
!
!
< >
!
!
!
!
e o o o -
!
[ I = | lawadcups.adcu.columbia.edu — [=] X
!
T rome st view )
|
' % cut x I New item [t open ~ [ selectall
. I Copy path - 7 easy access Edit Select none
: Pinto Quick Copy  Paste g oo o move Copy Delete Rename ’S‘x' Properties History ] Invrt selecton
: Clipboard Organize New Open Select
R v 1 = Network > lawadcupsadcu columbia.edu v O P searchlawadcupsadeucolumbia.edu
!
! CUT VPN @ @
I b DATA <o GRHL3FLLAB
I usic =
! <
! Videos
! = S GRHL3FLLAB_COLOR - GRHL4FLCR
! ) X
; @ OneDrive = =
[ = This PC
! - GRHL216LAB S GRHL_216LAB_COLOR
| ¥ 3D Objects = - == = -
|
h I Desktop
! S GRHL_216LAB RESUME S GRHL_831_RICOH_MP5054
. ¥ Downloads = =
h )
' b Music S GRHL943CLINIC_LAB < GRHL_943CLINIC_LAB.MAC
L e = =
' 8 videos
! -
D Lol D (@) PCOUNTER 3? TEST-A4
' -
!
& Network
!
' VNHLGFLHPTOOMT12 \;»l/)hi‘HLJFL_HPSOOCOLOR_MFP_MW
- S~ = .
: 16items 1 item selected = &=
g gy G G g gy gy
h
! .
' = GRHL_216LAB_COLOR on lawadcups.adcu.columbia.edu — O X
!
!| Printer Document View
! i F—
'| Document Name Status Owner Pages Size Si itted
!
!
!
!
!
!
!
!
!
!
!
!
!
!
1< >
!
!
!
|
g
1 W[ 4 s | lawadcupsadcu.columbiaedu - o x
VI rome st view %)
!
H % cut New item ‘J [ open - FH select all
! Pinto Quick Copy Paste 8] peste shortat r\‘/ioo‘.'e (‘Zpy Da\.a!a Rename ’S‘x' Propfn\es istory | B Invetselection
: Clipboard Organize New Open Select
!
[ v 1 = > Network > lawadcups.adcu.columbia.edu v O £ Search lawadcups.adcu.columbia.edu
!
!
CUIT VPN B ~
. ) s DATA <o GRHL3FLLAB
usic S
| . <
. B videos
! > GRHL_IFLLAB_COLOR > GRHL4FIR
| @ OneDrive
! = ¥
[
! Th'spc_ <o GRHL216LAB S GRHL_216LAB_COLOR
H B 3D Objects g/ 3/
' I Desktop
! S GRHL_216LAB_RESUME S GRHL_831_RICOH_MPS054
' ¥ Downloads 5 >
|
! & Music S GRHL943CLINIC_LAB S GRHL_943CLINIC_LAB MAC
! ) pictures = =
. B videos
U LoiDs© PCOUNTER < TEST-AG
I v <@ 3
! Network
. & WNHLGFL HP700M712 <> g{)r:‘HLJFL_HPsoocmoR_M;p_My
| v 27 < v
: 16items 1 item selected =]
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16 Select the CIose button E = GRHL_4FLCR on lawadcups.adcu.columbia.edu — O X
|| Printer Document View l
1| Document Name Status Owner Pages Size Si itted
1 < >
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