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Introduction

What is VPN?

Virtual Private Networks, or VPN, are designed to allow a computer (most commonly, laptops)
outside of a given network to behave as if it were physically located within the network. The main
advantage of a VPN is that the remote computer can access network resources, such as printers and
shared drives, in real-time and in a manner similar to being in the office.

For Columbia Law School clients, this means that you can now access your files, directly, allowing
you to make modifications to files in real-time. The advantage of a VPN over existing FTP and web-
based file transfer methods (where files must be downloaded, modified, and then uploaded back to
the server) is clear. In addition, you may send jobs to print to the office network printers from
wherever you can connect to the Law School VPN.

Important note: Before you go through the steps below, make sure that TCP ports 4433 (SSLVPN)
are allowed to pass through any software/hardware firewalls and/or ISPs that you are connecting
through, especially if your machine is behind any "NAT-ing” devices/networks. If you are using a
router at home to split your DSL or Cable connection, please double-check your settings to assure
that VPN traffic will flow unhindered. Please refer to the section at the end of this document,
entitled “Columbia Law School VPN and Routers,” for more information. In addition to the
port configuration above, if you get an "Error: 7217 is it likely due to an issue with GRE traffic, and
your router will need to be configured to pass this traffic. For more information see,
http://support.microsoft.com/kb/888201/en-us




Connecting from outside the Law School Network (VPN)

IMPORTANT: This section is optional and may not function properly outside of the confines of 10 Professional or
Ultimate. You might experience difficulties reconnecting to the shared resources while using other versions of
Windows 10. Also, VPN will not work when connecting to the “Columbia Law Guest” network. You may verify this
functionality by using a network outside of any Law School buildings, or by using the Columbia University — Law
registered network.

Setting up a Virtual Private Network (VPN)

Why VPN? If you would like to access the G/H drives remotely, you must use VPN to ensute a secure
connection to the CLS network. While it’s not required to complete this section, it’s necessary to use VPN

1. To begin, you nust download the SonicWall % ) SR e " o s o
NetExctender Client from the Columbia Law School - -
Information Technology website by visiting the following ormation Technology
URL.: B

http:/ /www.law.columbia.edu/information-
technology/faculty-staff/how-do-i-access- o
law-school-network-remotely

Home How Do I Access the Law School Network
Training for New Students Remotely?

Monthly Downtime . 5
Y We know you need flexibility in your work, and that’s why you can access

*Note* There are a few versions of the software. Please ensure yon
are downloading the version that corresponds with your specific
Operating System.

Students & :
s the Law School network from your home or on the road, anywhere,

2. After the software is downloaded to your device, please i?}' Metaienceni 0 A

locate and open the installer file.

3. When the software opens, you should see a window that says ®
“Welcome to the Dell SonieW ALL NetExtender Setup

Wizard.” To proceed, click “Next.” Welcome to the Dell SonicWALL
¥ ? ’ NetExtender Setup Wizard SonicWALL

The installer will guide you through the steps required to install Dell SonicWALL NetExtender on
your computer.

Click "Next" to continue.

‘WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe
civil or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel Previous




4. The next window will contain the license agreement for using Liconse Agreement SonicWALL
this software. If you agree to the terms of use, please click the

. “ ” .
J'lﬂd// Tddl& bﬂl‘l‘oﬂ next 1o I élg rec dﬂa’ tbe” [/”/é Please take a moment to read the license agreement now. If you accept the terms below, click *'|
“Next”’ Agree”, then "Next". Otherwise click "Cancel”.

Software License Agreement A

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
("TAGREEMENT") CAREFULLY BEFORE DOWNLOADING

THE SOFTWARE. BY CLICKING ON THE "NEXT" BUTTON
BELOW, YOU INDICATE YOUR ACCEPTANCE OF THE
TERMS OF THIS LEGAL AND BINDING AGREEMENT AND
ARE CONSENTING TO BE BOUND BY AND ARE

BECOMING A PARTY TO THIS AGREEMENT. IF YOUDO v

(O Do Not Agree @ | Agree

Coea || prvo

5. The following window will ask_youwhat folder should be o ) 4
designated as the Installation Folder. You can click “Next” — Select Installation Folder @
SonicWALL
to proceed.

The installer will install Dell SonicWALL NetExtender in the following folder.

To installin this folder, click "Next”. Ta install to a different new or existing folder, enter one
below of click *Browse",

Foldet:  [C:\Pragram Files [<88/\S onicWBLLASSLYPNANEIE stend | Browse...

s [ oan

o
6. In the nexct window, you are given the option to create Confirm Installation e
shortcuts on the Desktop and the Start Menn. Please ensure
that at least the Start Menu is checked (if not both), and
. ‘ ” The installer is ready to install Dell SonicWALL NetE xtender on your computer.
then click “Next.

Click “Next" lo stait the installation.

£ Create & Dell SonicWALL NetExtendes shortout on Desklop.
4 Create a Dell SonicwaLL NetEutender shortcut on

7. You may be prompted by the Windows User Account

. . ¢ »
Com‘m/ (UAC) to install the software. Please click “Yes” to Do vou want to allow this a0 T L T —
5 Doy PP gestoy
install. ¢ pcr

Program name:  9fbe68.msi

Verified publisher: Dell Software Inc.



. . . Installing Dell SonicWALL NetExtender
8. The software should now begin the installation process, and Sl

you will see a window with a green progress bar.
Dell SonicwALL NetExtender is being installed.

Lancel Previous Bt
|Ew
9. You may be prompted once again to install the software. This
time, by Windows Security. If the window appears, click on

Name: NetExtender
« 2
‘Install. § Publisher: Dell Software Inc.

Would you like to install this device software?

[ Always trust software from "Dell Software Inc.". Install

@ You should only install driver software from publishers you trust. How can | decide
which device software is safe to install?

"
10.  Ounce the installation finishes, you will see “Installation Installation Complete
Complete.” Please click “Close” to lannch the @ SOoniCWALE
SonicWALL Net Extender software.
Dell Soni L NetExtender has been lly installed.
Cliek “Close to esit.
{7 Laurch Dell SoniswialL NetExtendss
Cancel Previous
-

@ SonicWALL | NetExtender

11. You will now be able to log into SonicW.ALIL Net
Exctender. To do so, you must enter the following URL into
the server field:

. Server: [ssivpn.law.columbia.edu:4433] ¥
sslvpn.law.columbia.edu:4433 erver: [ssivpn aw columbia edu 4433
usemame: [YoulawnetName |

[ Mame

fa—

« Connect

Also, you will need to put your actual Lawnet

username/ password combination in their respective fields.
Finally, “LAW” should be entered into the Domain field.
Once this is done, click “Connect.”

Save user name & password if server allows

o -0 © 2016 Del Inc.



g t
. . . . . ) SonicWALL | NetExtender
12. At this point, you will see a brief “Connecting” window.

Connecting...
Connecting...

o+ 0 © 2018 Del Inc.

13. Finally, when you see the server information, as well as the
timer on the right-side of the screen, you bave successfully
connected to the CLLS SSL1/PN.

SonicWALL | NetExtender

User: eespen Connected: 0 Days 00:00:07

e —
[ s [ o | ovs

Server: sslvpn.law.columbia.edu:4433

14. When you are finished using the V'PIN, you can click Client 1P:  192.168.168.2

“Disconnect” to end your VPN session. Sent: 300.72 k8
Received: 95.86 KB

Throughput: 0 bytes/Sec

* Disconnect

2+ 0 + ©2016 Del Inc.




Step 2: Connecting to the G and H Drives (Mapping the Drives)

1. Click on your Start Menu, and then click “File
Explorer.” Then, in the window that opens up, click
“This PC” on the left-hand side of the screen.

File Explorer B This PC

“ Computer View
2. At the top of the screen, click on “Computer”, then on .
"Map Network Drive’. v

Properties Open Rename

The G Drive houses shared files and folders, such as old exams from X
prior semesters. As you join student organizations, new folders may @ Map Network Drive

appear on your G Drive allowing you to better collaborate with other

members ofz‘be o@anizatz’oﬂ. What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

3. Select the following:

Drive: G: v

Drive: G: Fldis [ Wawsrv3 law.columbia.edu\Groups v| | Browse..

Example: \\server\share

Folder: \\lawsrv3.law.columbia.edu\ Groups lReconnect a sign-in

[ Connect using different credentials
Matke sure both Reconnect at logon and Connect

using different credentials are checked.

Connect to a Web site that you can use to store your documents and pictures.

4. Click Finish.

Cancel

5. Foryour username, type: Windows Security X

LAW\your Law School Login Enter network credentials

Enter your credentials to connect to: lawsrv3.law.columbia.edu

6. Enter your password.
7. Be sure that “Remember my credentials” is checked.
[ LAW\YourLawnetUsername |
8. Press OK.
R | ..........."l |
9. When the window to the right disappears, click “Finish” in i
the “Map Network Drive” window. Domss LW

Remember my credentials

TIP: The back-siash key (\) is usnally found above the
ENTER £¢y. Do not confuse it with the forward-siash (/), Cencdl
usually found by the SHIFT fey.

Map Network Drive X

10. A window will appear saying that Windows is attempting

. Attempting to connect to \\lawsrv3.law.columbia.edu\Groups...
to connect to the G Drive. ping w P




11. The contents of the G Drive will appear in a window, like oS .

. . . Home Share View Manage
fbé’ one in fbé’ ,w*eem/m'f (/éﬁa?]ﬁ m ”ﬁﬂd]aﬂ mqy bﬂﬂé’ O”é/ 1 &3 » Computer » Groups (\lawsrv3Jaw.columbia.edu) (G:) » v & | Search Groups (\\lawsn3law... O
one or two folders). This drive can be accessed from any R - . Ssiemoiici | Time o
program’s Open window (such as Word, WordPerfect, 2 Deskop ) Eoms 3 3AM File folder
. . 8 Downloads Ju Law Review 3, File folder

Excel, etc.) on your computer, or via File Explorer on £ Recent plces Ji Senae Outines and Student Orgaizati.. Fie folder
the Desktop, and you can open and save files directly from —
the drive. [ Documents

& Music

=l Pictures

Groups

a‘ o (\\lawsrv3.law.columbia.edu) (G:)
a

The H Drive is your own, personal drive. We enconrage you to save
your important files on this drive. The drive is backed up by onr servers
on a regular basis, is scanned for viruses and can only be viewed by yon.

Windows Security X

Enter network credentials
Enter your credentials to connect to: lawsrvA.law.columbia.edu

12. Now, repeat steps 2 through 8 #o add the H drive.

Here’s the information you need to enter:
Under Drive (Step 3), select H: & e
Domain: LAW
[ Remember my credentials
In Folder, type:
» P G

\\lawsrv3.law.columbia.edu\ FacStaff

73. NOTE: When you enter the H drive, you will need
to double-click the only folder in the drive to reach
a subfolder with your own login name — the
contents of your H drive will be inside of the folder
with your username.



